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Abstract

Peer-to-Peer (P2P)-based application provisioning in Machine-to-Machine (M2M) communication systems offers the
possibility to integrate the end user for realisation of M2M applications considering the individual requirements without
the use of centralised instances. Despite many advantages, this flexible methodology of M2M application provisioning
does not consider the opportunity of testing the new created and provisioned applications. Moreover, it does not pay
attention to security concerns. This publication presents a novel concept for automated testing of P2P connected M2M
networks. Different challenges and requirements for testing are defined and a novel testing architecture for functional
testing is introduced. Also, this publication evaluates different security problems inside the P2P-based M2M application
(P2P4M2M) framework and introduces the importance of trust for ensuring security. To overcome the security drawbacks
of P2P4M2M, this publication presents a novel concept for securing services and applications using the integration of a

trust management system.

1 Introduction

Machine-to-Machine (M2M) communications is applied in
many different application fields, such as energy manage-
ment, ambient assisted living, building surveillance, smart
home, traffic management and electro mobility. These ap-
plication fields aim to increase the quality of life and effi-
ciency. The European Telecommunications Standards In-
stitute (ETSI) defined M2M applications as “applications
that run the service logic and use Service Capabilities ac-
cessible via open interfaces” [1]. Previous papers [2, 3]
have defined requirements and concepts to realise service
and application provisioning in M2M. The authors in [2]
present the P2P4M2M framework that realises service and
application provisioning using P2P networking in M2M
application field. A service, as well as an application, can
be realised by peers using technical or non-technical prin-
ciples. An application consists of one or more underlying
services that are combined (i.e. aggregated or composed).
These peers are represented by technical devices who are
networked using P2P mechanism. The use of the M2M
community concept described in [2] forms a social network
of peers and helps to avoid legal restrictions, to adjust dif-
ferent interests among the peers and to ensure optimisation
and forming P2P networks. The networking enables the
participating peers to provide a service or an application
that can be consumed by others [2]. According to [3], the
information exchange between the peers for the service uti-
lisation and the signalling to generate the application is en-
abled by using various M2M communication protocols
(e.g., CoAP, HTTP, SIP) based on SUBSCRIBE/ NOTIFY
principle. The Service Management Framework (SMF) de-
scribed in [4] is the main component for service and appli-
cation provisioning in M2M based on the P2P4M2M
framework [2]. Reference [4] introduces a

Service Management Framework (SMF) installed in the lo-
cal households, consisting of Service Delivery Platform
(SDP) and Service Creation Environment (SCE), and uses
the concept of P2P networked energy-community. The
SCE brings the functionality to design and configure ser-
vices graphically compliant to the personal needs of the us-
ers [4]. Thus, the SMF used in the P2P4M2M framework
gives every peer in the M2M community the possibility to
create and configure M2M applications using the SCE
which is integrated in the peer. Fig. 1 shows the structure
of the P2P connected peers within an M2M community.
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Figure 1: P2P connected peers within a M2M commu-
nity [2]

The concept presented in [2] and [3] does not consider ap-
proaches for testing P2P-based M2M services and applica-
tions. Therefore, a novel testing framework is required to
enable testing of heteregoeneous and decentralised ser-
vices and applications. Another drawback of this concept
is that it does not provide an evaluation of different security
issues in P2P4M2M and no strategies to handle security
risks. The increasing number of attacks in M2M networks
creates the necessity to develop technologies for prevent-
ing attacks and system failures [5].



One aim of this paper is to illustrate the challenges and re-
quirements of testing M2M services and applications based
on the P2P4M2M framework (chapter II) and to define a
novel concept for functional automated testing (chapter
IIT). The testing methodology in this concept is based on
model-based testing because of its advantages described in
[6]. Another aim of this paper is to define security issues
based on the different layers of the P2P4M2M framework
(chapter IV) and to optimise and ensure security by intro-
ducing a trust management system (chapter V).

2 Challenges and Requirements for
Testing P2P4M2M

The process of creating M2M applications based on [3]
makes functional testing very complex and can be de-
scribed as follows: The application creator developes and
designs an M2M application using his SCE. The M2M ap-
plication consists of several services which are part of an
M2M community. Each service involved in an application
is described by its Service Interface Description. The Ser-
vice Interface Description includes service ID, service
functions, input, output and further configuration parame-
ters of a service. Services can be provided by different
peers participating in a P2P network without the use of a
central authority. The creation of an application will gen-
erate an SCXML (State Chart XML) description which
precisely describes the potential functionality the applica-
tion should deliver in a formal manner. In principle, such
an SCXML description includes the involved services, the
connection of services, as well as conditions and defini-
tions of input/ output parameters.

A special testing framework is required for testing the
M2M application. First of all, the P2P4M2M framework is
a distributed system. Based on [7], the size and complexity
of distributed systems is growing and the system should be
able to run over a wide variety of different platforms and
should access different kinds of interfaces. Considering the
distributed characteristics of the P2P4M2M framework
and the need for exchanging relevant information for test-
ing, it is important to ensure collaboration between the ser-
vices, applications and elements of the testing framework.
The decentralisation of the peers and their volatility (nodes
leaving and entering suddenly) in the P2P-based M2M ap-
plication community has to be considered in the testing
framework. Especially in the P2P4M2M concept, the ap-
plication creator could be a user who has no technical back-
ground and who is not able to prepare the testing. Also,
based on [8], the application creator should not be the test
creator. If the application creator has already interpreted a
specification incorrectly during the development, he will
also misinterpret it for the test. For this reason and for the
advantages of test automation [8] the testing needs to be
automated using a mechanism which utilises the infor-
mation about the functionality provided by the application
and the services. Another problem is the procedure for de-

fining test cases. Testing distributed services and applica-
tions in M2M networks requires different methods for de-
riving and generating test suites and for running the test.
Reference [9] presents several problems for testing distrib-
uted systems including the test data generation and the spe-
cific execution behaviour. The testing framework must
have the ability to derive test cases from the information
gathered by the application and the distributed services.
Based on the characteristics of the P2P4M2M framework
presented in [3] the execution of the test cases on the par-
ticipating services and the composed application should
also be considered. Furthermore, for dealing with several
security issues inside the P2P4M2M framework the testing
framework needs to enable the integration of a trust man-
agement system. The importance of this system and the
concept of trust will be introduced in chapter IV. Due to
these different challenges, the general requirements for the
testing framework can be summarised as follows:

e Collaboration — It is necessary to have collaboration
between the application creator, the elements of the
testing framework and the peers, which are part of the
application, and are providing or consuming services.

e Deployment — The testing framework needs to have
the ability to deal with a high number of peers and also
the volatility of nodes in P2P network should be con-
sidered by the framework.

e Test Automation — Based on the complexity of the
P2P4M2M framework the whole testing process needs
to be automated considering the distributed architec-
ture of the system.

e Test Derivation — Test suites need to be derived and
generated from the gathered information about the
composed M2M application and the participating ser-
vices.

e Test Execution — The generated test cases need to be
executed on different services in a timely manner.
Also the test cases for the whole application should be
executed after its creation.

e Verification — The testing process should deliver re-
sults about the functionality of the considered System
under Test (SUT), which could be a service or an ap-
plication.

e Tool support — The framework should provide tools
to generate, execute and manage tests.

e P2P and M2M capability — The framework should
consider the included P2P mechanism and its charac-
teristics within the application framework. M2M com-
munication protocols should also be supported.

e Trust Management System support — The frame-
work should provide the possibility to integrate a trust
management system in its architecture.

3  Proposed Testing Framework

The challenges of testing (see chapter II) and the complex-
ity of the P2P4M2M framework lead to the necessity to de-
fine a suitable testing framework for functional testing of



M2M services and applications. Functional testing is the
process of verifying the functions in a system to assure that
they meet the specified requirement. Reference [10] de-
fines that in functional testing “a tester does not need to
know the internals of the SUT as the focus is to evaluate
the functional correctness of a given system, independently
of its internal implementation”.

Three black-box testing scenarios can be derived based on
the application creation process described in [3]. The first
scenario deals with the testing of a service after it enters the
M2M community. This happens in order to ensure the
availability of the correctly working services in the com-
munity and should be done after predefined time intervals.
The second and third testing scenarios will happen after the
application creator has built an application using several
services participating in the M2M community. The ser-
vices, which are part of the composed application, need to
be tested according to their special configurations within
the application (second scenario). In the third scenario the
composed and created application needs to be tested based
on its configuration and according to the special conditions
of each participating service in the composition.

Based on related work [11-16], the requirements for the
testing framework for P2P-based M2M applications and
the need for a load balanced and effective testing mecha-
nism, a test architecture with a combination of a global
tester called Test Master and distributed testers called Test
Agents is presented in this work. An additional test com-
ponent for load balancing is required due to the increasing
number of participating peers and provided services in the
M2M community and the inability of the Test Master to
scale up with the increasing number of distributed services.
Therefore, a Test Generation Environment (TGE) is in-
cluded in the testing framework which derives and gener-
ates test cases and also interacts with the Test Master, the
services and the application creator. Fig. 3 shows the con-
ceptual test architecture consisting of a Test Master, Test
Agents and TGE.

The TGE gets an SCXML description of a composed ap-
plication and the service interface descriptions of each par-
ticipating service and generates test cases for this applica-
tion respectively each of the participating services. After-
wards, the TGE will send the relevant test instructions to
the Test Master who is the coordinator of the overall testing
framework. The Test Master will send test instructions to
the Test Agents, which will afterwards execute the test
cases on the SUT. SUT are all services which are part of
the community and the composed application. The detailed
functionality of the Test Master can be described as fol-
lows: controlling and managing test processes, receiving
test instructions from the TGE, receiving and evaluating
test results, providing the application creator and the ser-
vice providers with information about the test results, send-
ing test instructions to the test agents, interacting with all

test elements, and maintaining list of test agent. The func-
tionality of the TGE is the following: receiving Service In-
terface Descriptions and other relevant Service Descrip-
tions from the services, receiving SCXML descriptions
from the Application Creator, deriving and generating test
cases, sending test instructions to the Test Master. The
functionality of Test Agents can be described as follows:
receiving instructions from the Test Master, executing test
instructions on SUT, sending test results to the Test Master
and exchanging test related information with the Test Mas-
ter.
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Figure 2: Conceptual Test Architecture of P2P-based
M2M environments

4  Security Issues and Concept of
Trust

Fig. 3 illustrates the functional architecture of the
P2P4M2M framework which consists of several compo-
nents. Considering the security aspect, the following gen-
eral categorisation can be determined based on [3]: a)
M2M network — includes M2M application, M2M service,
M2M communication protocol, b) P2P network — includes
P2P communication and P2P overlay, ¢) IP network. It has
to be emphazised that security for IP networks is out of
scope in this research due to the fact that there already is a
huge amount of publications dealing with IP networks and
network security (e.g. [17] and [18]) which describe differ-
ent vulnerabilities and several security solutions for IP net-
works.

For M2M communications, [19] defines several potential
security issues by dividing them into three categories:
Physical attacks, logical attacks and data attacks. Also, [19]
lists the different attacks for each category: Physical at-
tacks include side channel attacks, software modification
and malwares, destruction or theft of the M2M device.
Logical attacks include impersonation, denial of service
and relay attacks. Data attacks include privacy attacks, data
modification and false information injection as well as se-
lective forwarding/ interception. Furthermore, reference
[5] provides an overview of the current state of security in
sensor and ad-hoc networking for M2M communications.



Exemplary for the application field of smart homes, [20]
provides a landscape of threats assumed for smart home
assets.
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Figure 3: Functional Architecture of the P2P4M2M
framework [3]

P2P communication between the different services and ap-
plications plays a crucial role in P2P4M2M framework.
P2P overlays are virtual topologies that are built on top of
physical networks. During the past years different P2P
overlay protocols have been developed. The P2P overlay
protocols used in P2P communications define different
rules for communication in the overlay network, such as
routing the messages over the overlay, bootstrapping into
the overlay, mapping the nodes in the network and main-
taining the nodes in the overlay. The authors in [2] mention
the different advantages in using P2P communication in-
stead of client/ server architectures. Security threats in P2P
networks can be classified based on [21] in: eavesdropping,
communication jamming, injection and modification of
data, unauthorised access, repudiation, man-in-the-middle
attack and sybil attack. Furthermore, based on several pub-
lications [22-29] most of the different P2P protocols are not
secure against several security attacks and do not provide
an efficient protection mechanism. Furthermore several
publications state that bootstrapping, Denial of Service
(DoS) and identity attacks have the worst impact on secu-
rity in the P2P overlay. Ensuring anonymity among the P2P
nodes is also not solving the issue for most of the P2P pro-
tocols.

Two main categories of problems related to security can be
identified for P2P-based M2M applications: a) attacks
from outside of the M2M community e.g. peers who want
to harm the system by bootstrapping into the community.
b) Attacks from the inside of the M2M community e.g.
peers with bad intentions trying to break down by falsify-
ing information in the community, network, or P2P layer.

In order to successfully deal with these attacks, a security
concept for preventing the entrance of malicious peers in-
side the community should be developed. The concept
should also include a solution for preventing malicious be-
haviour of existing peers in the community. Based on [2]
and Fig. 3, peers are using the P2P overlay for finding each
other and for storing relevant information. Furthermore,
they communicate using M2M communication protocols
and are able to use and provide services. The different se-
curity issues described in [19] are executed by malicious
peers and therefore the focus for ensuring security inside
the P2P4M2M framework should be on peers.

Attacks on the P2P layer can have a significant impact for
the correct functionality of the whole system in P2P4M2M.
Based on [30] it is difficult to implement security protec-
tions in P2P systems compared to centrally administered
systems and security strategies need to be decentralised.
Additionally, it is difficult to validate without centralised
control peer identity and trustworthiness between peers
[31]. Reference [31] also states that a P2P system relies on
a set of distributed peers working fairly and properly to-
gether and defines the level of trust as “the level of confi-
dence of one peer toward another peer with which it is
communicating”. As stated above on the basis of trust,
many attacks can be mitigated by removing trustless peers
from the system. This way, the existing peers are able to
continue working reliably and providing trustworthy ser-
vices without getting harmed by attackers. According to
[32], trust can be defined as “an accumulated value from
the history and the expecting value for the future. Trust is
quantitatively/ qualitatively calculated and measured
which is used to evaluate values of physical components,
value chains among multiple stakeholder and human be-
haviours including decision making. Trust is broader con-
cept that can cover security and privacy“. Moreover, trust
can be applied to peers providing a service and peers using
a service. Furthermore, trust can be applied for provided
services and applications. In this research paper the focus
is to apply trust to peers providing a service and the pro-
vided services. For evaluating trust, the following three
main steps need to be accomplished: data collection, data
analysis and trust decision. For ensuring the collection of
the right data, trust metrics need to be defined. [32] defines
trust metric as “a measure to evaluate a level of trust by
which a human or an object can be judged or decided from
trustworthiness”. Based on defined requirements the col-
lected data has to be analysed and evaluated by the trust
decision process. This process sets up the level of trust for
the tested entities.

5 Requirements and Principles of
Trust Management System

The huge amount of data collected in the P2P4M2M should

be processed and analysed in a trustworthy way. Based on

the trust metric parameters and the results of the trust eval-
uation, the peers are categorised as either trustworthy or



untrustworthy. For the Trust Management System (TMS)
presented in this research, the following requirements were
initially defined. To avoid centralised management and
controlling, trust computing and evaluation have to be re-
alised without any central authority, thus this process has
to be autonomous and decentralised. For ensuring trust
from the beginning of a working service, the initial trust
level of it has to be considered and evaluated. This enables
the possibility for the peers to figure out quickly trustwor-
thiness among other peers and services. The TMS needs to
ensure flexibility since one of the challenges in the
P2P4AM2M framework is the heterogeneity of peers and
services. An important requirement is also the volatility of
peers and services. In the M2M community, peers are able
to suddenly enter or leave the network and this leads to
rapid changes in existing trust relationships between peers.
As the number of peers and services follows an increasing
trend, the TMS has to ensure scalability and stability.
Peers are able to provide more than one service and the
trust evaluation must not be based only on one service but
has to consider the variety of different services provided
by the peer. Furthermore, the TMS needs to consider con-
text-dependency and to ensure that a peer can trust e.g.
service 1 but mistrust service 2 of another peer. The trust
computing and evaluating will generate a significant
amount of trust data among the peers and the TMS has to
provide a mechanism for securing trust data storage and to
ensure with that the trustworthiness of trust data.

As mentioned in the previous section, the concept of trust
in this research is interpreted as a value for measuring the
reliability and correctness of different working services
provided by different peers and used in several composed
applications. As any peer can provide many services within
the P2P4AM2M framework we consider that the total trust
level of a peer consists of the trust levels of the services it
provides. For that reason, we focus on trust evaluation
based on services. The testing framework described in
chapter III is considered for the integration of a TMS. Tak-
ing into account the heterogeneity and complexity of the
services and applications, a decentralised approach for the
architecture of the TMS is considered in this research. For
trust evaluation we consider the trust level of a newly pro-
vided service. For a newly provided service, trust has to be
computed and evaluated by integrating this process into the
test framework with the Test Master and Test Agents de-
fined in [2]. Fig. 4 shows the integration of the TMS inside
the testing framework and the workflow of computing trust
for an entering service. After service 1 enters the M2M
community, its functionality will be tested using the testing
framework described in chapter III. Moreover, using this
test architecture presented it is possible to derive the initial
trust level and to check whether or not the service entered
the community is trustworthy. Based on the functionality
of the service, the TGE will generate suitable test cases for
security tests and the test agents will execute these cases on
the service. During the test execution, the service will ex-
change messages with the test system or its Test Agent that

are responsible for it. After the test is executed, the Test
Master will receive the test report and will evaluate the
trust level of the entered service 1. Then, the Test Master
will send the trust information via the test agent to the peer
who is providing the service. The trust information will be
stored inside the P2P network and the SMF which is in-
cluded in the peer and will be updated accordingly to the
behaviour of the peer. These information will be used for
ensuring a reliable and trustworthy environment.
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Figure 4: Computing trust of an entering service using
the testing framework

6 Conclusion

This publication presents a novel concept for automated
functional testing of P2P-based services and applications
in M2M. The presented concept aims to deal with the com-
plexity of testing applications which are composed by sev-
eral heterogenic services with different service functional-
ities and configuration parameters. Furthermore, the pre-
sented test architecture ensures load balancing and efficient
automated testing of M2M services and applications. The
missing role of a test creator in the P2P4M2M framework
is solved using the integration of the TGE.

Despite the fact that service and application provisioning
in M2M renders many advantages, it also forms an attrac-
tive platform for many attackers and malicious peers. This
publication presents the so far missing security risks and
requirements for the P2P4M2M framework. Furthermore,
the concept of trust is introduced and major requirements
for an effective and stable trust management concept are
presented. Moreover, considering the initial trust level, a
trust management system is presented which enables the
trustworthy service and application provisioning in M2M
and decreases the risks of security attacks.
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