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Abstract

Decentralised environments with a high number of end-users and M2M devices used in several M2M services increase
the importance of a secure trust management and comprehensive trust evaluation system to avoid frauds from malicious
nodes. Blockchain, as part of the distributed ledger technology (DLT), helps to improve the overall security in a decen-
tralised M2M community in various aspects. This research publication summarises several existing trust management
and evaluation approaches, concluding with their benefits and limitations. Besides these, it highlights the advantages of
the distributed ledger technology with the focus on blockchain and consensus mechanisms. In this context, most relevant
consensus mechanisms are reviewed and an optimisation concept is proposed. Finally, a blockchain-based trust evaluation
system is presented which can be used for trust evaluation and computation of decentralised M2M services part of an

M2M community.

1 Introduction

Intelligent end-user devices have a great potential to be ac-
cessible for external entities as a service for different ap-
plications or processes. In order to enable every end-user
without technical knowledge to act as a service provider,
the authors in [1] propose a fully decentralised Machine-
to-Machine (M2M) system architecture where M2M ser-
vices can easily be designed and deployed for the personal
environment of a peer or to other peers part of a so called
M2M community. The decentralised character of service
provisioning disables single point of failures and increases
the efficiency by sharing resources among the participants.
However, an underestimated problem in decentralised net-
works is that peers potentially behave in a malicious or
malfunctioning manner which renders their controllability
difficult. A good measure to prevent these risks in the
M2M community is building trust relationships between
the peers. Therefore, the trust score of peers should be eval-
uated and maintained by a trust management system. [1]
The literature review in [2] provides a wide range in several
application fields regarding trust management and evalua-
tion. However, most of them focus only on direct and indi-
rect observations with special consideration of service sat-
isfaction between the peers but fail to consider several
other elements of a peer for trust evaluation. Moreover,
most of the existing approaches do not provide a tamper-
proof storage system for trust related information among
the peers. Another issue of trust management system is that
most of them consider new peers and services as trusty
without taking into consideration that a malicious or mal-
functioning peer could enter the community and provide
untrustworthy services.

Distributed ledger technologies are assigned with favoura-
ble features, such as non-reversable/modifiable data en-
tries, privacy and security capabilities, automated data syn-
chronization, decentralisation, and transparency [3]. Thus,

they provide a great potential to optimise the overall secu-
rity of a system, specifically trust evaluation and manage-
ment systems for decentralised M2M services and peers.
This paper covers the topics of trust management and dis-
tributed ledger technology and is structured as follows.
Section II presents a review of several existing trust ap-
proaches in several domains. Section III introduces the
distributed ledger technology with special focus on the way
how consensus is achieved in the network. A novel trust
evaluation system is presented in Section I'V. This system
integrates trust aspects of a peer and advantages from dis-
tributed ledger technology. Moreover, other blockchain-
based approaches are reviewed and a blockchain optimisa-
tion concept regarding the consensus is presented.

2  Existing Trust Management and
Evaluation Approaches

There are a lot of existing trust approaches regarding trust
evaluation and management in the literature. This section
summarises and evaluates the most relevant ones intro-
duced in M2M or Internet of Things (IoT) and in other re-
lated fields such as P2P systems [4-12].

A trust management approach to “support service compo-
sition applications in SOA-based [oT systems” using direct
trust and indirect trust for evaluation is proposed in [4]. The
trust evaluation is made by every user part of the network
where direct trust is established through direct interaction
based on non-functional characteristics (response time,
failure probability, prices, etc.) between nodes whereas in-
direct trust through recommendations from users with so-
cial similarities.

A distributed trust management system where the trust
evaluation process is done by the peers themselves is pre-
sented in [5]. It separates the nodes in the network in “alpha



nodes” and normal nodes. The “alpha nodes” are consid-
ered with higher resource capabilities and therefore se-
lected to maintain the whole trust evaluation processes. For
trust computation the trust score between nodes are calcu-
lated using the rating entries from the nodes and their
weights. For new nodes without a rating history an average
rating is set.

The trust management system in [6] deals with an IoT en-
vironment consisting of community managers who have a
supervision role in the network and the other normal nodes
consisting of service requester and service provider nodes.
All the normal nodes are considered without an initial trust
score. The community manager is a trustful entity who co-
ordinates the collaborations between the nodes and also
acts as a trust manager by evaluating the trust score of oth-
ers using recommendations and their credibility.
Considering the different characteristics of [oT, the authors
in [7] propose a centralized trust management system with
different trust management servers responsible for their
specific geographical locations to evaluate the trust score
using the history from past behaviours. The proposed trust
management system assumes that all peers are trustworthy
from the beginning. Recommendation and the quality of
recommendation are defined as trust metric parameters and
used for evaluating the trust score.

The authors in [8] introduce a trust model for assessing the
trust score of new [oT devices before interactions with oth-
ers occur. In order to determine the initial trust score of a
new device, the authors in [8] use the challenge-response
mechanism which evaluates initially the uncertainty level
of a device based on its behaviour and stores these results
within the tested device. This step is done by a centralized
controller of the personal space [oT system which performs
different challenges on the new device in order to evaluate
its behaviour.

A trust management system where peers are divided based
on their interest and “similarity of communication history”
in several clusters is proposed in [9]. The communication
of peers which are part of the same cluster as well as the
communication between peers of different clusters will be
part of the trust evaluation process. The nodes within a
cluster are managed by a cluster node. For trust evaluation
the following parameters are considered: history of com-
munication; number of successful/unsuccessful trading;
success/failure rate of communication; feedback.

The authors in [10] propose a so-called “trust bootstrap-
ping” process where services without any trust score are
going to be rated. The initial trust score will ensure inter-
action between the new services in the community and will
also be used for further trust evaluation processes. The
technique for trust bootstrapping in [10] considers the sub-
jectivity of trust where different nodes have a different
opinion about the trust score of the observed service. More-
over, it includes also the different trust score of a service in
different situations. Two categories of trust metrics, the
Service Trust Metric, which contains the Objective and
Subjective Trust Metric, and the Provider Trust Metric are
defined in [10] in order to realise bootstrapping.

Another approach is presented in [11] which proposes trust
bootstrapping for web services. According to possible
characteristics of new web services, they employ three ge-
neric mechanisms presented in the following: the inher-
itance mechanisms where the web service gets the trust
score from the service provider, the referral mechanisms
where web service gets the trust score based on the referrals
from other communities, and the guarantee mechanisms
where the web service gets a temporary trust score under
guarantee conditions.

To fix several trust-related problems for IoT devices, the
authors in [12] introduce a cloud-based smart service com-
munity, which can be used by users to register services, to
report service satisfaction and recommendation, and rec-
ommender credibility. The smart service community is ac-
cessible “via a mobile application installed in user-owned
IoT devices”. The cloud utility is a central storage where
service ratings and trust scores are managed. Moreover,
service providers have to register and advertise their ser-
vice to the cloud utility, by also attaching performance data
for service quality performance metrics about the service.
Service requesters will also register to the cloud utility for
using services and reporting measurement reports of cer-
tain performance metrics related to a service.

An optimal trust management and evaluation system for
decentralised M2M services and peers should fulfil the fol-
lowing characteristics. There should be no single entity or
master peer which maintains a part of the whole trust eval-
uation and management process. This avoids single point
of failures or monopoly of peers within the M2M commu-
nity. Only the trust projects presented in [4, 10, 11] support
a fully decentralised architecture. Other approaches [5-9,
12] use a centralised entity or many super nodes for the
trust computation. The trust evaluation of a new peer or
service enables other peers to figure out more quickly the
trustworthiness and to decide to use the service or not.
Most of the reviewed approaches [4, 6, 7, 9, 12] do not
consider the initial trust score of a new peer or service. This
opens the door for malicious peers to enter the community
and to harm the network. The approaches presented in [5,
8, 10, 11] support initial trust scores computation but lack
evaluation techniques and parameters. Besides the initial
trust score, the ongoing trust score of an existing service or
peer should be evaluated continuously to provide updated
trust information to the community (is not considered in [8,
10, 11]). Most of the trust approaches also do not provide
or consider any solution for a secure data storage system of
trust related data. The authors in [4] try to solve the storage
management problem by considering only nodes with good
trust values and with high impact on the community. How-
ever, the framework should consider all trust values be-
cause bad trust scores of nodes are also very important in
order to mitigate bad behaviour in the community as well
as trust values from nodes with low impact on the commu-
nity. Another important characteristic of a trust manage-
ment system is a comprehensive trust model which covers
several trust-related aspects of a peer. The work in [9, 11,
12] provide interesting trust parameter for trust evaluation



but do not cover other aspects of a peer, such as the modi-
fication of data. However, most of the presented trust met-
rics in the literature are for a specific application field and
do not consider the characteristics of decentralised M2M
services.

Table 1 summarises the strengths and weaknesses of the
trust approaches against several requirements mentioned in

[2].

Table 1: Evaluation of Trust Approaches

o)

c E

S o | =

= o) =) @
21,8188

> = % 2 =

Trust Management Approaches = S . e i
= | @« 2 | 5| 2

2lz| & e &

ElE 2|52

5] = o = =2

sz 2|5 ¢

Al E]O0|r| O

[4] + - + 0 -
[5] 0 0 + - -
[6] 0 - + - -
[7] - - + - B
[8] Lol - -1-
[9] o | - |+ ] -1o
[10] + o - - -
[11] T o | -] o
[12] - - + - 0

The following notations are used to assess the satisfaction for the require-
ments: + satisfied; - not satisfied; o partially satisfied; / not available.

3  Distributed Ledger Technology

3.1

The distributed ledger technology provides a secure and
decentralised database that can be shared across a network
of multiple sites, geographies or institutions where all par-
ticipants can have their own identical copy of the database.
The security and accuracy of assets stored in the ledger are
maintained cryptographically using “keys” and signatures
to control what can be done by whom within the shared
ledger. Thus, any changes to the ledger are reflected in all
copies in minutes, or in some cases, seconds. [13]
According to [14], distributed ledger approaches rely on
two architectures: blockchain, where transactions are
stored in a block and all blocks are linked cryptograph-
ically with each other rendering the data tamper-proof; Di-
rected Acyclic Graph (DAG), where nodes in a graph are
representing transactions and the edges of them indicate the
direction of confirmation between the transactions.

The authors in [15] state that blockchain architectures pro-
vide more decentralization, transparency, and immutability
in comparison to DAG architectures. The benefits of block-
chain are used in several application fields and one of the
most famous representatives to use it for storing all trans-
actions in the network is Bitcoin [17], where every peer in
the network has a copy of the blockchain and the
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transactions are validated by the so-called miners using
cryptographic principles.

The consensus plays a crucial role in blockchains, as there
is no centralised entity to coordinate the records made by
the participants. Consensus mechanisms are used to agree
for the same copy of the ledger between the nodes. The au-
thor in [16] defines consensus as “a set of steps that are
taken by all, or most, nodes in order to agree on a proposed
state or value”. Thus, to achieve a consensus for validating
a transaction and creating a block the literature provides
several consensus mechanisms [17-22].

3.2 Related Consensus Mechanisms

To benefit from the blockchain and distributed ledger tech-
nology, it is required to ensure that a reliable and secure
consensus mechanism is selected. Therefore, in the follow-
ing the most relevant consensus mechanisms are reviewed.
The first mechanism for achieving consensus on the same
ledger between nodes in a blockchain is Proof of Work
(PoW). PoW is introduced in Bitcoin and consists of nodes
acting as “miners” by trying to solve a computational puz-
zle which requires to iterate through a so-called nonce
value until the target hash is reached. The node who solves
first this puzzle will validate and add a new block of trans-
actions to the blockchain. The performing activities are re-
warded for the first successful miner for validation. [17]

A more efficient way to validate transactions in the block-
chain is provided by the Proof of Stake (PoS) consensus
protocol. This mechanism does not require high computing
power and randomly selects nodes for mining based on
several criteria (depends on the PoS version). The first ver-
sion of PoS defines proof of ownership of a currency and
the coin age consumed by a transaction as criteria to select
nodes for being able to add new blocks. In case of different
concurrent chains in the network the blockchain with the
highest score is selected as the main chain. This score is
computed based on the consumed coin age of every trans-
action which is part of the block. [18]

The block producers are elected by other nodes in the Del-
egated Proof-of-Stake (DPoS) consensus mechanism (is
one of the extended versions of PoS). The election votes
are weighted based on the network stake of each voter. In
DPoS the number of block producers is fixed, and every
block producer is allowed to produce one block per round.
If a block producer does not perform the right actions, he
can be voted out by the community. The DPoS provides a
pretence democracy by providing voting. [19]

Nano is a consensus approach which uses a block-lattice
structure where each block contains only one transaction
and every node (account holder) has its own blockchain
(not the whole but only a single view about it). A sending
transaction from the sender of the funds and a receiving
transaction from the receiver are required to send funds
from one account to another. If there is a conflict on a trans-
action, the system can start a voting mechanism where rep-
resentatives chosen on behalf of account holders vote for
transactions. Their voting power is calculated based on the
sum of all balances of account that have chosen them. In



order to mitigate double-spending attack, Nano uses a
light-weight version of the PoW. [20]

In the Ripple consensus approach each node has a Unique
Node List (UNL) and a ledger. The UNL contains a list of
nodes which are chosen by a node with the assumption that
they will not behave maliciously. The consensus works in
that way that a node votes by comparing the transaction
received by the UNL with other transactions from previous
rounds or other nodes if they are matching. Transactions
that receive a negative vote will be considered for the next
round of the consensus or they are going to be discarded
from the network. The voting mechanism runs until the
transaction receives 80% of the votes which qualifies them
to be included in the ledger. The consensus in Ripple is
done by a fixed number of peers. [21]

IOTA uses Tangle as an underlying distributed ledger tech-
nology and consensus approach. Tangle is based on a di-
rected acyclic graph (DAG) where all transactions are
linked with each other. Unconfirmed transactions are
called tips and confirmed transactions sites. In order to de-
ploy a new transaction to the community, a node first needs
to validate two previous transactions by performing a light-
weight PoW (used to avoid double-spending) and other
validating steps (for instance, if the transaction is in con-
flict with the history of the tangle). After validating two
other transactions, the current transaction is linked to them
and waits until it is validated by others. Additionally, IOTA
adds weight to the sites (transactions). The weight of each
site is calculated based on the time a node spent to do PoW
for confirming that transaction. Each transaction also has a
cumulative weight which is the sum of its own weight plus
the sum of own weights of all transactions that approve this
transaction. To protect the system from double-spending
IOTA uses a coordinator to confirm transactions using so-
called milestones. [22]

Existing consensus mechanisms have several limitations
which should be considered for the integration in trust
management systems. One problem, which is mainly pre-
sent in PoW, is the computational effort to create and verify
blocks in the blockchain. Performing PoW requires hard-
ware with high computational power and the mining pro-
cess is an energy-intensive one. However, other ap-
proaches [18, 19, 20, 22] try to minimize this effort by us-
ing a light version of PoW and provide more energy effi-
ciency. The approach presented in [21] removes the need
to solve a computational puzzle and relies on transaction
similarity checks using a voting system. Another limitation
of the reviewed consensus mechanisms is the way how a
block creator is selected. Most of the approaches require
the mentioned computational effort by selecting the chal-
lenge winner as a block creator. Other approaches use the
amount of stake to decide for the block creator. However,
selecting leaders based on the stake ownership percentage
could lead to the problem of centralization and monopoli-
zation. Some of the existing consensus mechanisms [18-
22] add centralised components to the system in form of
representatives or coordinator or fixed number of block
creators or consensus nodes. Centralised elements or super

nodes maintain a part of the blockchain system could lead
to single point of failures and monopoly in the network.
Another drawback is that some mechanisms [18-20, 22] do
not consider fake transactions which are flooded by mali-
cious nodes in order to harm the system. Others partially
solve this problem by requiring high computing power for
mining [17] or transaction similarity checks [21].

The consensus mechanism is one of the key components in
the blockchain network. Therefore, this research proposes
to optimise the consensus process by integrating trust to it.
Thus, a “Proof of Trust” consensus mechanism is initially
and conceptionally introduced. This consensus mechanism
should consider the trustworthiness of nodes throughout
blockchain processes including the maintenance of the
blockchain, the block creator (miner) selection process,
and the block validation and acceptance. Furthermore, for
all these steps the nodes are selected based on their trust
score. Also, the block validation is done considering the
trust score of the validating nodes.

4  M2M Trust Evaluation System

4.1 Blockchain-based Trust Management

A decentralized M2M community bears the risk that sev-
eral nodes join or leave the network and try to harm the
system through their malicious/malfunctioning behaviour.
One malicious behaviour could be the modification of data
across the network. Specifically, the trust data giving infor-
mation about the trustworthiness of a node can be modified
and lead to wrong trust relationships in community.

To benefit from the tamper-proof feature of blockchain, it
is proposed to store all the evaluated trust data in the block-
chain [23, 24]. Only a few publications [25, 26] in several
application fields have also considered the integration of
blockchain in order to improve the trust management sys-
tem. For instance, the authors in [25] propose to use block-
chain for storing public keys of well-behaved nodes in ve-
hicular networks. The workflow of the trust management
system starts with vehicles generating ratings of received
messages based on their credibility which depends on the
distance between the message sender and the event loca-
tion. These ratings are uploaded on the Roadside units
(RSU) which then calculate the offset of trust values for
every involved vehicle and integrates these values inside a
block. Afterwards using a miner election method (a modi-
fied algorithm of PoW and PoS) an RSU node tries to be
elected as a miner in order to include a new block to the
blockchain. The modified algorithm “takes the sum of ab-
solute values of offsets in the candidate block as the stake”
and based on the stake amount a node is selected as a miner.
Another approach considering the blockchain technology
for trust management is presented in [26]. They introduce
a trust management architecture where trust values of ser-
vice providers are stored in the blockchain. The system ar-
chitecture proposed in [26] consists of a first level with dis-
tributed IoT devices providing services to each other and a
second layer with distributed fog nodes also maintain a
blockchain which is used by the IoT devices to store trust



information in it. The transactions in the blockchain are
validated by the fog nodes using the PoS algorithm. The
trust model used in [26] to evaluate the trust score of IoT
objects considers only honest [oT devices for reporting rec-
ommendations (based on the interaction experience) about
other IoT service providers to its managing fog. Besides
the benefit of securing the data, none of the publications
[25, 26] consider the security aspect of the consensus pro-
tocol e.g. how a block is created; how it is evaluated by
others. Both approaches consider PoS as a consensus pro-
tocol, which provides no fair method to be selected as a
miner and adds more centralization in a decentralized en-
vironment. Another problem is that they consider only the
blockchain for storing the data, which leads to higher time
consumption for data lookup. Moreover, their trust evalua-
tion systems do not consider the initial trust score of a peer
and focus only on recommendations and ratings.

This research proposes, that after a node acting as a so-
called test agent has performed all trust evaluation steps
and has computed the trust score ranging from 0 to 5 of an
M2M service, it will send a blockchain transaction to the
end-user providing that service. Moreover, the transaction
is going to be broadcasted to all other nodes part of the net-
work for verification. Finally, one of the nodes is going to
add this transaction to a block before sending it to the net-
work for consensus achievement. The transaction consists
of the trust score, Service ID, Service Instance (contact in-
formation about the service provider) and the Test Agent
Username. Additionally, this research proposes to combine
P2P overlays (such as Chord) with blockchain for enabling
data integrity and less time consumption for data lookup.
Every end-user in the M2M community could verify the
information stored outside the blockchain with the data in
the blockchain. [24]

4.2 Architecture of Trust Evaluation Sys-
tem

Figure 1 shows an overview about the architecture of the
proposed Trust Evaluation System. This system consists of
the Service Trust Evaluation part and the Behaviour Trust
Evaluation part. The trust score of a peer is computed based
on its services it provides and its behaviour.

Service Testing, Service Monitoring and Service Rating
are used in the Service Trust Evaluation part to evaluate the
service of a peer. Service Testing enables the computation
of the initial trust score of a peer. It includes testing the
functionality and the performance of the service after it
joins the community. The functional testing verifies the
functionality of a service and concludes with the result if
the service is behaving like it is mentioned in its system
model. In parallel, performance testing is done in order to
confirm the participation willingness of the service regard-
ing several requests by service consumers. The Service
Testing solves the problem of existing trust evaluation ap-
proaches regarding the missing or not correct initial trust
score information.

To evaluate the trust score of ongoing services, this re-
search proposes to monitor the behaviour of a service by
considering parameters such as the number of

online/offline actions or ratio of positive/negative re-
sponses. Besides them, it is proposed to consider the rating
scores of a service by other users based on their experience
in using this service. The results of Service Testing, Ser-
vice Monitoring, and Service Rating are used to compute
the Partial Trust Score of the service through a Service
Trust Evaluation Function.

Next to Service Trust Evaluation, the Behaviour Trust
Evaluation part aims to identify a malicious or malfunc-
tioning action of a peer regarding a service. One considered
aspect is the integrity of service information which also in-
cludes trust information, such as the trust score. Therefore,
this research introduces the integration of blockchain to
benefit from its tamper-proof feature to check the integrity
of data which is stored in the blockchain (called on-chain)
with the data which is stored outside the chain (called off-
chain). As mentioned in the previous subsection, it is con-
sidered that after the trustworthiness of a service is evalu-
ated, the trust information is stored in the P2P overlay
(such as Chord), and in order to enable every user to check
if the trust score has been changed by a malicious peer, the
trust information is stored in the blockchain. Thus, the in-
tegrity check is used to support end-users in their decision
to use a service or not. Therefore, one should use the integ-
rity check feature to reward or punish peers if the data in
the off-chain for instance is different with that in the on-
chain. This means that the information has been changed
by an end-user — concluding with its punishment by de-
creasing its trust score. Future work will also consider other
elements for the Behaviour Trust Evaluation part, which
results at the end of the evaluation with a Peer Trust Score.
The Peer Trust Score is combined with the Service Trust
Score to calculate the Total Trust Score of the Peer.

Service Trust Behaviour Trust
Evaluation Evaluation

[semice Testing ] { M::::(""i‘“g ] [ Service Rating ] [SEr\::l;eKI:it::nty]

[ Other Elements ]

[ [ [ [ [

[ ] [

Peer Trust
Evaluation
Function

Service Trust
Evaluation
Function

Service Trust Peer Trust Score
Score

Total Peer Trust
Score

Figure 1: Trust Evaluation System

5 Conclusion

This publication shows that existing trust approaches have
several limitations, such as the level of decentralisation,
missing trust score information, mutability of data, and in-
complete trust model. Therefore, the reviewed trust ap-
proaches are not efficient to evaluate the trustworthiness of
decentralised M2M services and peers.

For ensuring data immutability, this research proposes the
integration of distributed ledger technology. Moreover, it



reviews existing blockchain-based trust systems, evaluates
consensus mechanisms, and gives some optimisation as-
pects for a future trust-based consensus.

Additionally, an overall trust evaluation system covering
service and peer aspects is presented. Finally, this paper
proposes to integrate blockchain for storing trust scores in
the blockchain and for checking their integrity against data
stored in the off-chain.
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